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Teaching Services

	Course Title
	Credit Hours
	PhD / Master /

Undergrad
	Session
	Feedback 

	Information Security
	3(3,0)
	BS
	Spring 2023
	-

	Object Oriented Programming
	4(3,1)
	BS
	Spring 2023
	-

	Object Oriented Programming 
	4(3,1)
	BS
	Fall 2023
	3.5

	Object Oriented Programming
	4(3,1)
	BS
	Fall 2023
	4.17

	Object Oriented Programming 
	4(3,1)
	BS
	Spring 2023
	3.58

	Object Oriented Programming 
	4(3,1)
	BS
	Spring 2023
	3.7

	Object Oriented Programming 
	4(3,1)
	BS
	Fall 2022
	4.1

	Object Oriented Programming 
	4(3,1)
	BS
	Fall 2022
	3.9

	Programming Fundamentals 
	4(3,1)
	BS
	Spring 2022
	4.0

	Object Oriented Programming 
	4(3,1)
	BS
	Spring 2022
	3.8

	Object Oriented Programming 
	4(3,1)
	BS
	Fall 2021
	4.28

	Networks Security 
	3(3,0)
	BS
	Fall 2021
	4.08

	Programming Fundamentals 
	4(3,1)
	BS
	Spring 2021
	4.13

	Programming Fundamentals 
	4(3,1)
	BS
	Spring 2021
	3.7

	Introduction to Computer and Programming
	4(3,1)
	BS
	 Fall-2020
	4.49

	Network Security 
	3(3,0)
	BS
	 Fall-2020
	4.78

	Introduction to Computer and Programming
	4(3,1)
	BS
	 Spring-2020
	4.51

	Object Oriented Programming 
	4(3,1)
	BS
	 Spring-2020
	3.74

	Programming Fundamentals 
	4(3,1)
	BS
	 Fall-2019
	 4.69

	Network Security 
	3(3,0)
	BS
	 Fall-2019
	 3.71

	Advanced topic in cryptography and network security
	3(3,0)
	MS
	 Spring-2019
	4.62

	Programming Fundamentals 
	4(3,1)
	BS
	 Spring-2019
	4.75

	Programming Fundamentals 
	4(3,1)
	BS
	 Fall-2018
	4.76

	Network Security
	3(3,0)
	BS
	 Fall-2018
	4.68

	Programming Fundamentals 
	4(3,1)
	BS
	 Spring-2018
	4.71

	Network and Systems Security
	3(3,0)
	MS
	 Spring-2018
	attachment

	Network Security
	3(3,0)
	BS
	 Spring-2018
	4.78

	Programming Fundamentals 
	4(3,1)
	BS
	 FALL-2017
	4.27

	Network and Systems Security
	3(3,0)
	MS
	 FALL-2017
	4.92

	Introduction to Computer and Programming
	4(3,1)
	BS
	 Spring-2017
	4.67

	Network and Systems Security
	3(3,0)
	MS
	 Spring-2017
	4.36

	Introduction to Computer and Programming
	4(3,1)
	BS
	 Fall-2016
	4.44

	Network Security 
	3(3,0)
	BS
	 Fall-2016
	4.09

	Introduction to Computer and Programming
	4(3,1)
	BS
	 Spring-2016
	4.53

	Introduction to Computer and Programming
	4(3,1)
	BS
	 Fall-2015
	4.59

	Operating Systems Concepts
	3(3,0)
	BS
	 Fall-2015
	3.85

	Introduction to Computer and Programming
	4(3,1)
	BS
	 Spring-2015
	4.59



	Operating Systems Concepts
	3(3,0)
	BS
	 Spring-2015
	3.58

	Introduction to Computer and Programming
	4(3,1)
	BS
	 Fall-2014
	4.33

	Operating Systems Concepts
	3(3,0)
	BS
	 Fall-2014
	3.69

	Operating Systems Concepts
	3(3,0)
	BS
	 Fall-2014
	4.17

	Object Oriented Programming 
	4(3,1)
	BS
	 Spring-2014
	NA

	Artificial Intelligence 
	4(3,1)
	BS
	 Spring-2014
	NA

	Average Feedback: 4.24


Software Skills

· Programming Languages

C, C++, VC#, Java, PHP, HTML, XML

· Environments
MS Windows, Linux
· Software Products
Hands on Anaconda, Apachi NetBeans, Android Studio, Microsoft Visual Studio

Research Interests

· Distributed Computing

· Cloud Computing

· Mobile Cloud Computing

· Edge Computing 

· Internet of Things

· Network Security

· Security Issues in Mobile Cloud Computing

· Security Issues in Edge Computing

· Security Issues in IoTs
· Image Cryptography
Research Supervisions

	# 
	 Student Name
	   Thesis Title
	MS/PhD
	Supervisor / Co-Supervisor
	Status with date: 

Registered/Completed

	1
	Sana Nasim Karam
	UAVS-aided IoTs Framework for Energy-efficient, Reliable and Low Latency Sensing and Communication for Smart Pipelines Monitoring in Oil and Gas Industry
	Phd
	Co- Supervisor
	Registered

	2
	Imtiaz Ali Shah
	Machine Learning Based Malware Detection in Internet of Battlefield Thing (IoBT)
	MS
	Supervisor
	Completed

	3
	Faiza Aurangzeb        
	Privacy Aware interoperable Patient Data Storage and Searching using Blockchain
	MS
	Supervisor
	Completed

	4
	Muhammad Faisal
	Personality Prediction using Urdu Speech Data
	MS
	Supervisor
	Completed

	5
	Maham Nasir
	Reversible Date Hiding Based on Linear Prediction and Bit-Plane Slicing
	MS
	Co-Supervisor
	Completed

	6
	Bushra Mohsin
	Automated security audit and assessment of fog network
	MS
	Co-Supervisor
	Completed

	7
	Muhammad Faisal Aziz
	Lightweight and Compromise-Resilient Authentication Protocol for IoT
	MS
	Supervisor
	Completed

	8
	Adil Adeel
	Lightweight Authentication Schemes for IoTs
	MS
	Co-Supervisor
	Completed

	9
	Shad Mohammad
	Bots Detection in Social Media
	MS
	Co-Supervisor
	Completed

	10
	Tauqeer Khalid
	A Fog-based Security Framework for Intelligent Traffic Light Control System
	MS
	Supervisor
	Completed

	11
	Anum Khurshid
	Device Oriented Security to Assist Information Flow Control Systems in the Cloud Environment
	MS
	Supervisor
	Completed

	12
	Muhammad Abrar Khan
	A Service Discovery and Forwarding Architecture in Fog computing
	MS
	Supervisor
	Completed


Publications

Journal Publications: 
· Abid Mehmood, Abdul Nasir Khan, Muhammad Nasir Mumtaz Bhutta, Iftikhar Ahmed Khan, Atta ur Rehman Khan, An efficient and compromise-resilient image encryption scheme for resource-constrained environments, PLOS ONE, 2024 (IF: 3.752) accepted.
· Sana Nasim Karam, Kashif Bilal, Junaid Shuja*, Abdul Nasir Khan, Said Jadid Abdulkadir, “Energy-Efficient routing protocol for reliable low-latency IoT network in OGI pipeline monitoring”, Accepted in PeerJ Computer Science, 2024 (IF: 3.8) accepted.
· A. Mehmood, A. Shafique, M. Alawida and A. N. Khan, "Advances and Vulnerabilities in Modern Cryptographic Techniques: A Comprehensive Survey on Cybersecurity in the Domain of Machine/Deep Learning and Quantum Techniques," in IEEE Access, vol. 12, pp. 27530-27555, 2024, doi: 10.1109/ACCESS.2024.3367232 (IF: 3.9)
· Hussain, Ibrar, Iftikhar Ahmed Khan, Waqas Jadoon, Rab Nawaz Jadoon, Abdul Nasir Khan, and Muhammad Shafi. "Touch or click friendly: Towards adaptive user interfaces for complex applications." Plos one 19, no. 2 (2024): e0297056. (IF: 3.752)
· Mehmood, Abid, Arslan Shafique, Shehzad Ashraf Chaudhry, Moatsum Alawida, Abdul Nasir Khan, and Neeraj Kumar. "A time-efficient and noise-resistant cryptosystem based on discrete wavelet transform and chaos theory: An application in image encryption." Journal of Information Security and Applications 78 (2023): 103590. (IF: 5.6)
· Shah, Imtiaz Ali, Abid Mehmood, Abdul Nasir Khan, Mourad Elhadef, and Atta ur Rehman Khan. "HeuCrip: A malware detection approach for internet of battlefield things." Cluster Computing 26, no. 2 (2023): 977-992.
(IF: 2.303)
· Mustafa, Ehzaz, Junaid Shuja, S. Khaliq uz Zaman, Ali Imran Jehangiri, Sadia Din, Faisal Rehman, Saad Mustafa, Tahir Maqsood, and Abdul Nasir Khan. "Joint wireless power transfer and task offloading in mobile edge computing: a survey." Cluster Computing 25, no. 4 (2022): 2429-2448. (IF: 2.303)
· Shafique, A., Mehmood, A., Alawida, M., Khan, A. N., & Khan, A. U. R. (2022). A novel machine learning technique for selecting suitable image encryption algorithms for IoT applications. Wireless Communications and Mobile Computing, 2022.
(IF: 3.5)
· Muhammad Faisal Aziz, Abdul Nasir Khan, Junaid Shuja, Iftikhar Ahmed Khan, Fiaz Gul Khan, and Atta ur Rehman Khan. "A lightweight and compromise‐resilient authentication scheme for IoTs." Transactions on emerging telecommunications technologies 33, no. 3 (2022): e3813.
(IF: 2.681)
· Adeel, Adil, Mazhar Ali, Abdul Nasir Khan, Tauqeer Khalid, Faisal Rehman, Yaser Jararweh, and Junaid Shuja. "A multi‐attack resilient lightweight IoT authentication scheme." Transactions on Emerging Telecommunications Technologies 33, no. 3 (2022): e3676.
(IF 2.681)
· Khalid, Tauqeer, Muhammad Abbas Khan Abbasi, Maria Zuraiz, Abdul Nasir Khan, Mazhar Ali, Raja Wasim Ahmad, Joel JPC Rodrigues, and Mudassar Aslam. "A survey on privacy and access control schemes in fog computing." International Journal of Communication Systems 34, no. 2 (2021): e4181. (IF: 2.349)
· Mudassar Aslam, Bushra Mohsin, Abdul Nasir, and Shahid Raza. "FoNAC-An automated Fog Node Audit and Certification scheme." Computers & Security 93 (2020): 101759. (IF: 3.06)
· Tauqeer Khalid; Muhammad Abbas Khan Abbasi; Maria Zuraiz; Abdul Nasir Khan; Mazhar Ali; Raja Wasim Ahmad; Joel JPC Rodrigues; and Mudassar Aslam. "A survey on privacy and access control schemes in fog computing." International Journal of Communication Systems (2019). (IF: 1.278)
· Daniyal Sakhawat ; Abdul Nasir Khan ; Mudassar Aslam ; Anthony T. Chronopoulos Agent-based ARP cache poisoning detection in switched LAN environments, Concurrency and Computation practice and experience, Volume 8, Issue 1, January 2019, p. 67 – 73, https://digital-library.theiet.org/content/journals/10.1049/iet-net.2018.5084 (ISI Indexed)
· Khurshid, A., Khan, A. N., Khan, F. G., Ali, M., Shuja, J., & Khan, A. U. R. Secure‐CamFlow: A device‐oriented security model to assist information flow control systems in cloud environments for IoTs. Concurrency and Computation: Practice and Experience, e4729,2018
· FG Khan, B Montrucchio, B Jan, AN Khan, W Jadoon, S Shamshirband, An optimized magnetostatic field solver on GPU using open computing language, Concurrency and Computation: Practice and Experience 29 (5), Wiley, 2017 (IF: 1.133)
· SK Zaman, AR Khan, SR Malik, AN Khan, TM Maqsood, SA Madani, Formal Verification and Performance Evaluation of Task Scheduling Heuristics for Makespan Optimization and Workflow Distribution in Large-scale Computing System, International Journal of Computer Systems Science and Engineering 32 (3),  2017 (IF: 0.348)
· Bilal Jan , Fiaz Gul Khan, Bartolomeo Montrucchio, Anthony Theodore Chronopoulos , Shahab Shamshirband , AN Khan, Introducing ToPe-FFT; an OpenCL based FFT Library targeting GPUs, Concurrency and Computation: Practice and Experience, Wiley, 29.21 (2017) (IF: 1.133)
· AR Rehman, AN Khan, J Shujah, Computation offloading Cost Estimation in Mobile Cloud Application Models, Wireless Personal Communication, Springer, 97(3), 4897-4920, 2017 (IF: 0.951)
· AN Khan, M Ali, FG Khan, IA Khan, W Jadoon, S Shamshirband, A comparative study and workload distribution model for re‐encryption schemes in a mobile cloud computing environment, International Journal of Communication Systems, Wiley, 30(16), 2017 (IF: 1.066)

· AN Khan, MLM Kiah, M Ali, S Shamshirband, A Cloud-Manager-Based Re-Encryption Scheme for Mobile Users in Cloud Environment: a Hybrid Approach, Journal of Grid Computing 13 (4), 651-675, 2015 (IF=1.6)
· AUR Khan, M Othman, F Xia, AN Khan, Context-Aware Mobile Cloud Computing and Its Challenges, Cloud Computing, IEEE 2 (3), 42-49, 2015 (ISI-indexed)
· M Othman, AN Khan, SA Abid, SA Madani, MobiByte: An Application Development Model for Mobile Cloud Computing, Journal of Grid Computing, 1-24, 2015 (IF=1.6)
	· Co-FAIS: Cooperative fuzzy artificial immune system for detecting intrusion in wireless sensor networks, S Shamshirband, NB Anuar, MLM Kiah, VA Rohani, D Petković, S Misra, ..., AN Khan, Journal of Network and Computer Applications, 42, 102-117, 2014 (IF= 1.467)
	· 
	· 
	

	· Pirax: framework for application piracy control in mobile cloud environment
M Othman, M Ali, AN Khan, SA Madani, The Journal of Supercomputing, 1-24, 2013 (IF=0.917)
	· 
	· 
	

	· Incremental proxy re-encryption scheme for mobile cloud computing environment
AN Khan, MLM Kiah, SA Madani, M Ali, S Shamshirband, The Journal of Supercomputing, 1-28, 2013 (IF=0.917)
	· 
	· 
	

	· Enhanced dynamic credential generation scheme for protection of user identity in mobile-cloud computing, AN Khan, MLM Kiah, SA Madani, M Ali
The Journal of Supercomputing 66 (3), 1687-1706, 2013 (IF=0.917)
	· 
	· 
	

	· Towards secure mobile cloud computing: A survey
AN Khan, ML Mat Kiah, SU Khan, SA Madani, Future Generation Computer Systems 29 (5), 1278–1299, 2012 (IF=1.864)
	· 
	· 
	

	· An Intelligent Approach of Sniffer Detection.
AN Khan, K Qureshi, S Khan, International Arab Journal of Information Technology (IAJIT) 9 (1), 2012 (IF=0.39)
	· 
	· 
	

	· Enhanced Switched Network Sniffer Detection Technique Based on IP Packet Routing
AN Khan, K Qureshi, S Khan, Information Security Journal: A Global Perspective 18 (4), 153-162, 2009
Book Chapter:
· R. Khan and A. N. Khan, High Performance Computing on Mobile Devices, Handbook of Research on Next-Generation High Performance Computing

	· 
	· 
	


Conference Publication:
· A Novel Application Licensing Framework for Mobile Cloud Environment, AR Khan, M Othman, AN Khan, International Conference on Future Trends in Computing and Communication, 2013

· A study of incremental cryptography for security schemes in mobile cloud computing environments, AN Khan, ML Kiah, SU Khan, SA Madani, Wireless Technology and Applications (ISWTA), 2013 IEEE Symposium on, 62-67, 2013

· Framework for Ubiquitous Social Networks, Atta ur Rehman Khan, Mazliza Othman, AN Khan, International Conference on Future Trends in Computing and Communication, 2013

· TCP Congestion Control: A hybrid Approach, SMH Shah, K Bilal, AN Khan, A Rehman, Emerging Technologies, 2007. ICET 2007. International Conference on, 89-93, 2007

· TCP throughput estimation: A new neural networks model, SMH Shah, A Rehman, AN Khan, MA Shah, Emerging Technologies, 2007. ICET 2007. International Conference on, 94-98, 2007

ADDITIONAL SERVICES/ACHIEVEMENTS: (INTERNATIONAL, INSTITUTIONAL OR   SOCIAL SERVICES)

· Convener, NCEAC Accreditation Committee (BS(CS)) Spring- 2015

· Convener, NCEAC Visit Management (BS(CS))FALL- 2015

· Convener, NCEAC Response Writing (BS(CS)) FALL- 2015

· Convener, NCEAC Accreditation Committee (BS(SE)) Spring 2016

· Convener, NCEAC Visit Management (BS(SE))Spring 2016

· Convener, NCEAC Response Writing (BS(SE)) Spring 2016

· Class Advisor in each semester

· Perform the duty of Deputy Superintendent/Invigilators during the final exam in each semester

· Reviewer of Frontier of Information Technology (FIT) organized by COMSATS Abbottabad

· Final Year Undergraduate Projects Supervision 

· Presenter of Workshop on Programming Basic 2017

· Member of Final Year Project Committee Fall 2017

· Member, BS(CS) Accreditation Committee Fall 2018

· Member, BS(SE) Accreditation Committee Fall 2018

· Domain Head, Operating System and Network Security Domain, Fall 2018

· Domain Head, Operating System and Network Security Domain, Spring 2019

· Sub Committee Head, Final Year Project(FYP) Evolution Committee, Spring 2019

· Member of CS Book Purchase Committee

· Domain Head, Operating System and Network Security Domain, Fall 2019

· Member, Final Year Project Proposal Evaluation Committee, Fall 2019

· Sub Committee Head, Final Year Project(FYP) Evolution Committee, Fall 2019
· Program Coordinator BS(CS), Fa22, Sp23, Fa23, Sp24

· Member Departmental Academic Review Committee (DARC), Fa22, Sp23, Fa23, Sp24

· Member Board of Studies(BoS), Department of Computer Science, Fa22, Sp23, Fa23, Sp24

· Domain Head of Programming and Logic Development, Fa20 to Sp24

· Sub Committee Head, Final Year Project (FYP) Evaluation Committee, Fa20 to Sp24

· Superintendent/Dy Superintendent/Invigilator during the Final Exam, Fa20 to Sp24

· Member of FYP Proposal Evaluation Committee, Fa20 to Sp24

· Class Advisor, Fa20 to Sp24

· Final Year Project Supervision, Fa20 to Sp24

· MS Research Supervision, Fa20 to Sp24

· Member of MS(CS) Supervisory Committees, Fa20 to Sp24

REFERENCES 

Prof. Dr Miss Laiha Binti Mat Kiah

Faculty of Computer Science & Technology

University of Malaya, Malaysia 

Email: misslaiha@um.edu.my

Dr. Sajjad A. Madani

Professor Computer Science
COMSATS University, Islamabad, WAH Campus

Email: madani@ciit.net.pk



OBJECTIVE


I eagerly anticipate the chance to contribute to a specialized research facility, fostering a dynamic career in research. My vision involves actively engaging in ongoing exploration within the realms of Computer and Network Security, while also innovatively applying emerging techniques that appeal me.





EDUCATION





Doctor of Philosophy


University of Malaya, Kuala Lumpur, Malaysia


Major: Network Security


2014





Master of Sciences (CGPA 3.8/4.0)


COMSATS Institute of Information Technology, Abbottabad


Major: Computer Science


2008.





Master of Computer Science (CGPA 3.1/4.0)


COMSATS Institute of Information Technology, Abbottabad


Major: Computer Science


2005.





Master of Sciences (1st Division)


University of Peshawar


Major: Computer Science


2003.








WORK EXPERIENCE


04 months Internship as an application developer in COMSATS IT Center.





Worked as a data editor in joint Survey of Wolrd Health Organization, World Food Program, and Unicef.





01 year of teaching experience in Government Post Graduate College Mandian, Abbottabad as a lecturer.





02 Years Research Associate experience in COMSATS Abbottabad.





03 Years Research Associate experience in University of Malaya, Kuala Lumpur, Malaysia.





05 Years Pre-PhD teaching experience in COMSATS University Islamabad, Abbottabad Campus as a Lecturer





09 Years Post-PhD teaching experience in COMSATS University Islamabad, Abbottabad Campus as an Assistant Professor





Honors and Awards


Won the scholarship for MS(CS) from COMSATS, Abbottabad. 


Won the scholarship for Phd from Bright Spark Unit of University of Malaya, Kuala Lumpur, Malaysia. 


Won the Best Paper Award in PGReS, University of Malaya, Kuala Lumpur, Malaysia
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Abdul Nasir Khan


S/o


Mehmood Khan





Height: - 5-9”


Weight: - 95kg.


Blood Group: - A+ 








Fields of Interest: -


Cloud Computing, Mobile Cloud Computing, Network Security


 


N.I.C #  13101-0810003-2


Date of Birth: - 20-04-1982


Place of Birth: - Abbottabad 


Domicile: - KPK (Abbottabad)








Marital Status: - Married


Languages: - English, Urdu, Hindko








Residential Address: -


House No CB 27/7, Mohallah Tarkana, Supply Bazar Manshara Road, Abbottabad


















































Home Page:


www.geocities.com/m_aayaz








